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1 Introduction network for operations like OR or AND before returning
the final results to the user. While this approach provides
DHT-based P2P systems like Chord [4], Pastry [5], correctness and works for simple scenarios, we argue that
Tapestry [7], Kademlia [3] ) improve over unstructured this approach is not aligned with the goals for which DHT-
P2P systems like Gnutella by providing high scalability for based systems are orignally intended for namely scalabil-
large number of participating nodes as well as determinis-ity, low and bounded performance, resilience which takes
tic and efficientO(log(n)) lookup and routing. The over- into account high churn in end host P2P systems, and load
lay topology is controlled much more tightly and files are balancing in terms of key distribution as well as traffic in
placed at precise locations as determined by hashing functhe network. Storing all the documents corresponding to
tions used in each system. Their lookup and search servicea single keyword at one of the nodes can result in many
provides for looking up and routing exactly specified file problems: 1) For very large scale systems, containing bil-
identifiers using a distributed routing architecture wrieh lions of documents, millions of documents corresponding
reach its target node deterministically i(log(n)) time to a common keyword can end up on a single node, a sin-
with very high probability. This is a big improvement over gle node thus becoming responsible for for a large num-
flooding techniques used in traditional unstructured tech- ber of document pointers. Depending on the distribution
nigues, greatly reducing latency, node and link stress inof keywords, distribution of these document pointers can
the network. However, this performance comes at a price:be heavily skewed over the nodes in the network. While
their inability to support inexact searches in their orddin  heterogeneity-aware proposals can alleviate this to s@eme d
form. Indeed this is of vital important as evidenced by the gree, the imbalance can be large enough not be addressed
extremely popular content-distribution and file sharing ap by choosing the "right” node for each keyword. 2) If a node
plications, in the domain of unstructured P2P systems e.g.fails (high frequency failures are common and a basic as-
Gnutella and Kazaa. In these systems users can search f@umption in end host P2P systems), all documents corre-
vast amount of media files or documents with only partial sponding to keyword(s) stored on this node are removed
specification of the file title or other attributes. DHT-bdse from the network, hampering future searches. This is es-
systems search for documents based on the documentipecially problematic if the "popular” nodes storing docu-
which is derived from hashing an entire file attribute like ments for popular keywords fail. It has been shown before
its title. With only partial information it is not possiblet  that the keyword popularity is highly skewed in searches.
reconstruct the hash key for the file. 3) Nodes can be swamped with searches for these popular
Some recent proposals for keyword search in DHT sys- keywords creating routing hotspots (resulting from rogitin
tems have suggested storing documents or pointers to theskrge number of large number of messages to a single des-
documents corresponding to a particular keyword to a nodetination, which can take some selected routes) as well as
with nodelD corresponding to the keyID. A keyID is com- query hotspots in the P2P network.
puted by computing h(keyword) for each keyword in adoc-  Unstructured P2P systems are less affected by some of
ument’s attribute like its title and the tuple (keyword, dec  these problems, especially dependence on a single node af-
mentPointer) is stored at the nodelD which corresponds tofecting reliability, hotspots or balancing of documents bu
this keylD. Composite keyword search can then be madeat the cost of disseminating much larger and unbounded
possible by computing the hashes for the search keywordsamounts of traffic and indeterministic performance. Our
and visiting corresponding nodes to fetch all results which goal in this paper is create a DHT-based P2P architecture
contain the keyword. The results may be processed in thewhich is not plagued by the fore-mentioned problems while



providing low and bounded values for routing, number of dent and can also be integrated with other DHT approaches
nodes visited and traffic generated for a single query. Welike Tapestry and Pastry.

believe that a major reason for some of these problems is

to use the previous DHT proposals as a basic primitive and2 Related Work

building a search service on top of that. This limits the-abil
ity to provide boundedog(n) routing hops and scalability

while dealing with these problems at the same time. Some unstructured P2P systems proposals try to improve

hi ol hi performance by limiting searches to a fraction of popula-
IT IS ﬁaﬁer prolposis a simple D?T architecture Mag- i This fraction may still be large to produce satisfagto
nolia which enables keyword search in DHT-based Sys- roqit5 and since their s little control over placementayfg
tems. Our context in this paper is searching for media ;- 4,0 ments, only a random sampling of documents may
files just like in unstructured P2P _sy_stems. For example, be returned. Our proposal tightly bounds the numbers of
a user searching ;or mystgry pmldwg Thorlﬁld fetqrd all hodes visited for keyword searches while providing to abil-
songs containing these words eS‘gﬁra Mclachlan Build- ity to search for rare documents also. There is control over
ing a Mystery It also supports simple Boolean operators \jhere the document keys are placed in the network, and the

OR and AND, case insensitive search, exact phrase searcly s pHT routing architecture in deterministic number
and multiple search attributes for a document e.g. Title, Au of hops and traffic generated

thor, Conference for a research paper. We believe this is In pSearch [6], an architecture for semantic based search

a popular and useful model for searching in P2P systemsg, y,cyments is proposed based on the popular VSM (Vec-
as evidenced by usefulness and popularity of systems Ilketor Space Model) and LS (latent semantic indexing) mod-
Gnutella and Kazaa. els for semantic matching. It proposes distributed vession
Our techniques are based on introducing a novel hash-of these methods suitable for P2P systems, without any cen-
ing method called Modular Hashing and new routing and tralized dependency. It strives to provide good load balanc
lookup techniques which use Modular Hashing and take ing using heuristic mechanisms. The performance numbers
into account routing and lookup for keywords in a title. in terms of traffic produced, number of hops and numbers
Modular hashing constructs a hash key based on individ-of nodes visited are not tightly bounded and the number of
ual key words in the document title rather than the treat- nodes visited could be upto 0.4 to 1% of the total number of
ing the whole title as one unit. Modular hashing enables nodes for good accuracy, upto 10,000 nodes for a 1 million
routing possible for a full filename even if some of the node P2P network. It can also suffer from node overload
key words are specified, while maintaining constant rout- for popular keyword searches as for a single key there is no
ing state at the P2P nodes which is a constant multiple ofdeterministic distribution of storage as well as lookupreve
the routing state kept in traditional DHT systems. The in- head. The authors suggest the possibility of replication of
termediate nodes than route each individual keyword sepateys in the network to deal with any hotspots in the network.
rately using a modified routing and location protocol until In Bauer et al [1] suggest a distributed method to support
it reaches the file containing the word with high probabhility SQL like queries over any properties of the document. Their
Our goals while providing the facility of keyword search is  method hashes a document property to a propID and stores
to provide good scalability and performance properties for il documents corresponding to the same property value on
the system. Specifically, Magnolia can scale to a systemthe node corresponding to proplD. This would suffer from
with millions of nodes with low and provable probabilistic poor load balancing and resilience for popular queries as de
bound on amount of traffic generated and number of nOdeSScribed previous|y_ The routing also takes mu|t|hjg(n)
visited. It returns results with a boundét{log(n)) num-  DHT routing steps, which can be large for very large net-
ber of hops from the originating client and the routing state works. It also involves transmitting large sets of interme-
maintained per node is constant and does not depend on thgjate final results from one node to another resulting in po-
number of documents in the system. tentially large amount of traffic. Lack of an evaluation or
One of the advantages of our contributions is that it is analysis of performance or scalability makes the lateresy, r
very lightweight and is not a higher layer built on top the silience and scalability implications unclear.
pre-determined DHT substrate for searching and indexing In Garces-Erice et al [2], a distributed indexing scheme
all the documents. It is difficult to provide good perfor- is proposed, where queries are specified as values over sep-
mance and scalability bounds when a service assumes ararate fields of a document like Title or author. Their ap-
other lower service as a basic primitive as the service on theproach is store a hierarchial index structure distributest o
upper layer then must get around any issues in the lowerthe P2P nodes where various possible incomplete queries
layer instead of focusing on fixing them. In this paper we for a document are generated, indexed and linked to more
use the context of Chord to describe the working of Magno- complete versions of that query (which completes other in-
lia. However, these techniques are DHT substrate indepenformation in the field). This process is repeated recurgivel



until the index entry arrives at a complete descriptor of the  Routing for documentID = 33 in -
document , when the document can be retrieved. Besides Chord starting from node 1 /
possibly building huge indexes for a large number of doc- 74 C . |
uments (since for a document, many possible incomplete 1+24 19
gueries are possible), their routing requires take muckemor L3 44
time with multiplelog(n) DHT routing steps. Also, a single o
descriptor is mapped to a single node in the system, result-
ing in node overload and resiliency problems as described
previously. Also, it is not clear if it can be efficiently ex-
tended to support individual or group keyword search for a
particular field e.g. a certain keyword within a title. They
also use caching schemes to respond faster to queries which

have been popular in the past. 11 n
\ 19+2° > 27
,,,,,,, 19+21 > 27
3 System Model and Problem Formulation 4~ 7T — s
19424 > 44
19+25> 74

3.1 The DHT System 27

By DHT-based Peer to Peer systems we refer to systems
like Chord, Pastry, Tapestry, Kademlia, Viceroy which have
several well defined properties. Some of their important
properties are: 1. Each document maps to a unique node
in the system. Their mapping methods also achieve good
load balancing of keys over the entire set of nodes. 2. They
provide O(log(n)) routing and lookup time for any object
in the system. 3. Routing state kept at each node is con-3.2 Document Model and Problem Description
stant and independent of the number of nodes or documents
stored in the system Their basic approgch is to_ assign unique |, this paper, we consider a document storage and shar-
IDs to nodes as well as documents via hashing a node atjng application where different users store files and other
tribute (e.g. IP address) and a document attribute (ele) tit ,cars can retrieve them by searching for them in the P2P
to a unique key. Their routing de.sign'then provides to Iocatesystem_ This is similar in functionality to Gnutella or
the node holding a document given its key. These systemsca,45  The system is used to store files in a distributed
mainly differ in the way they route a request to the final 5 resilient fashion which can be later retrieved given its
node. The routing design also affects their ability to hendl jgenification. Keeping in mind the popular model prevalent
high instability inherent in end host P2P systems. today, in this paper we assume the identification to be of the

In this paper we use the example of Chord to illustrate form of a filename which describes its title. Our approach
how our methods can be incorporated into an existing DHT js 3150 extendible to multiple attributes of a file e.g. MP3
system. The next section gives a very brief description of fjles have ID tag information containing title, artist, atbu
routing in Chord, the part essential for understanding our gng genre of each song. Users can search based on partial

Figure 1. Routing in Chord using Finger Ta-
bles. Each node also maintains a successor
list which is not shown in the figure

later discussions. knowledge of any field. In our initial discussions we mainly
focus on searching on one attribute i.e. the title to explain
31.1 A brieflook at Chord our approach. Later we describe how it can be easily ex-

tended to support multiple tags.
Figure 1 shows how routing works in Chord. For efficient A title w is assumed to be composed of multiple key-
routing each Chord node maintains a finger table where en-wordsw; .w,.ws...w,, where the keywords are separated by
try i points to a successor node+ 2. For a noden to some delimiter like space, hyphen or underscore. There is
perform a lookup for keyk, the highest node’ which lies no requirement any specific delimiter but only require that
betweenn andk is identified. If such a node exists, the there be some way to identify keywords in the title. The de-
lookup is repeated from/', otherwise the successor of sign of our system imposes an upper bound on the number
is returned which is maintained in a separate finger table.of keywords. The length of each keyword is unrestricted.
The figure shows how a key corresponding to 33 would be The upper bound is an adjustable parameter which can be
routed in Chord. varied by adjusting other parameters as we describe below.



A user query is defined b = ¢; OPgo OPgs ... OP | w, [ w, | w, || ... ] ow |
qr Whereg; is one of these a) a keyword b) an exact phrase i
P consisting of multiple keywords. Exact phrase search- h() ha() hy() h() Modular Hashing
ing enables ordered AND searches for multiple keywords. * 3 k
Example "building a” will match "Building a Mystery” but l
not "A building without windows”. OP defines a boolean | K
operator OR or AND. We also want to support queries for
multiple attributes as discussed in the last section. Aimult
attribute query would be of the for®,,,.;;; = attributel :
q1OP...OPgqy, attribute? : ¢OP...OPqy ..... Our goal is
to design a system which can retrieve all documents point- | Ky | Combined Key
ers with high probability which satisfy a query Q with the
following goals:

Shuffling phase

Figure 2. Modular Hashing is used to apply

1. Performance: The system should be able to return individual hash functions to each keyword

replies withinO(log(n)) hops of the originating client which are then shuffled and then combined
node. to obtain the final documentID.

2. Scalability: The number of nodes visited and traf-

fic generated per query should be low and bour1dEd'0riginaI m bit key for a document from any partial knowl-

Moreover, these should be adjustak_)Ie depending on theedge of file attributes, hence the inherent problem with key-
scale of the system and other requirements.

word lookup in DHT systems.

3. Load Balancing: For popular keyword searches, a sin- Modular Hashing aims to alleviate this problem. We
gle node should not be swamped by traffic but should originally discussed it in context of change detection for
be spread out over a spread of nodes. In case of noddigh speed network traffic where hash based data structures

failures, the search capabilities for any of the keywords called sketches were used to store a highly summarized
should not be affected as no node stores all documentViEW of very large traffic streams. It is used to hash the
pointers for a single keyword. The document pointers document title to get its documentID which is used while

and documents should be well balanced in the Sys’tem:storin.g a docum_ent. Itis iIIustrateq in Figur®?. Modular
irrespective of nature of heterogeneity in the system. Hashing uses different hash function$l,, Hy, Hs, .... Hy,
each of which maps an arbitrary input to a differertbit

4. Routing State: The amount of routing state kept per key. Each of these hash functions is applied separately in or

node should be constant and not depend on the numbefler on each of the keywords, to wy, to produce keyd<;
of documents in the system. to K , each of lengthn’ bits. Theser m/ bit keys are then

shuffled to create a random ordering which are then com-
While our model does not support complex SQL like bined to form amn bit key K, called the Pointer Key. Shuf-
queries, we believe this model is flexible enough to sup- fling helps to get good load balancing properties for storing
port a wide range of useful queries and has been designed Set of documenttitle which have lot of common keywords.
keeping in mind facilities provided by traditional flooding This is analyzed in more detail in Section 6. The number of
based systems like Gnutella. Moreover, this functionagity —keywords allowed per title would bg;. Modular hashing
provided without much overhead in terms of per node state,@llows capturing of information about each keyword sep-

traffic generated or routing and lookup performance. arately which is then later used in the routing and lookup
phase to allow keyword search. The routing and lookup ar-

. chitecture is described in the next section (Section 5).
4 Modular Hashing Anotherm bit key K is also generated independently
of modular hashing using the entire title as input. This key

In this section, we describe modular hashing which is is called the Storage Key. The nodelD corresponding to
an important component towards enabling keyword basedk), is used to store a pointer to the node corresponding to
routing in DHT systems. Traditionally in a DHT-based sys- K which actually stores the document. The reason for two
tem the entire file descriptor like its title is mapped to a different keys is explained below.
uniguem bit key using popular hashing functions like MD5 Using Modular hashing, when we hax€ bits per key-
or SHA1. This key is then use to store and subsequentlyword, the collision rate per keyword can be highif is
look up the document. Obviously, we cannot generate thesmall. There are two things to consider here: First, our fi-



nal key Space |S Stlun blts' However’ for each keyword, Shown here is routing for k; = 33 at Node 1 for the 15! keyword finger table

if the keyword space ig bits i.e. there ar@¥ possible val- m ™ ™
ues for each keyword and thegéits map to an’ bit key , / vy 7)[us ][ [12°ss
g ) 67 (3437) — L -
the collision rate pem’ bit key (humber of keywords corre- O 12> 8|2 o o1| [ |[roi> 19
sponding to a unique:’ bit key) is approximately. For : R ST 4 = e

example ifm’ = 12 and size of keyspace for a keyword is
220 approximately 256 keywords would map to a particular
m' bit key. But these is not the collision rate for the entire
title, since each title is made up of several keywords, with @
each keyword mapping to a separatébit key. Alsom’ is
tunable and this collision rate can be decreased to anpitrar
levels. Q¢ e
Amount of query traffic is usually much less compared :
to traffic generated from actual fetching of the entire file.
While looking up document titles for containing particu-
lar keywords,using Modular Hashing many nodes may be
visited which may be potential candidates for the keyword
searches. For a single keyword, the number of nodes vis- Figure 3. For searching a single keyword, its

k finger tables for each keyword position

7 (748)

Each node represents the set of siblings
corresponding to the id for,n

11 (5465)

18 (5646)

27 (3446)

ited depends omn’. For an node network, number of m’ bit key is routed using  k different m' bit
nodes having a common value of a particutdrbit key (if finger tables in parallel. Only routing with the
their nodelD is also seen as a combinatiott of’ bit keys) first finger table is shown for clarity. Each
would be approximately’.. So even in the worst case if node is labeled with  n, as well as n in paren-

more than one node correspond to a potential node contain- thesis. Here each node represents a set of
ing a keyword search query, this increased query traffic has nodes which might have identical values for

no effect on the more intensive file fetch traffic since the file ~ the m’ bit key in the 1st position of their
is stored at the successor nodelf. The file fetch traffic nodelD (n;).

is well balanced amongst all the nodes in the network. We

provide an upper bound for the routing traffic in Section 6.

Note that multiple searches for the same title will result in earlier in section 3.1.1, Chord routes a document key to

multiple queries and fetches from the same node in tradi- . ; )
tional DHT systems also as the same title will be mapped the nodelD which mostimmediately succeeds the document
ID. Chord achieves scalabi®(log n) routing by maintain-

to the same key. Various passive and proactive replication. ) . S

X . . ing a finger list, containing addresses of nodes correspond-
strategies have been proposed to provide load balancing fogn to nodelDsn + 2 where n is the current nodelD and
this. However discussion of load balancing and replication : ig the kev space. This produces an exponentially spaced
techniques for file storage and retrieval in DHT-based P2P . Y space. P P Y sp

) : . ]JISt of nodelDs per node and allows locating the nodelD
systems is orthogonal to our discussion and out of scope 0 . -y
corresponding to any documentID with®(logn) steps.

this paper. It also maintains a immediate successor list for correstnes
_ purposes.
5 Routing and Lookup For keyword-based routing, we want the routing sub-

strate to route to all potential nodes containing a document
In this section we describe how a DHT-based routing which has a keyword in the query with a upper bound on
system which would work in conjunction with Modular number of hops as well as number of nodes visited. First we
Hashing to obtain efficient and scalable keyword lookups. describe what is the relation between a documentID and the
As discussed before, Magnolia is not a search layer builtnodelD in Magnolia’s model. Each nodelD n is also seen
above a standard DHT-substrate like some other approacheas a combination ok m' bit hash keys: = nj.ns....ng.
but is a modification of a DHT routing methods to allow For a documentID whose key Is = K;.K>...K}, the doc-
for keyword searches. This allows us to obtain tight con- umentID K will be located at the closest successor node of
straints for performance and also makes search mechanismK. A particular keywordw; mapping to a keys; can bepo-
very lightweight. tentially located in any node whogé" keyn; is the closest
We describe the routing schemes in context of routing successor t&; for j = 1,2, .., %. This is because we want
in Chord, as it is easier to describe. However, other DHT to return search results when the keyword is at any position
systems like Plaxton-mesh based systems like Tapestry cain the title. Also we saypotentially, because there might
also be modified to support keyword searches. As describecbe more than node who will be the immediate successor of



K; in the j'" key all with the same value of;. This will siblingTable, for k=37 (3433)
be true if the keyspace for; is smaller than total number 3444
of nodes in the system. This number is however lowand @333 7 »| 5847
tightly bounded (Section 6). Since more than one keyword ‘2‘:;;
can map to the same value Af, it is possible that a node

who is the immediate successofif in thej* key does not
actually contain the keyword; but corresponds to some
other keyword. However, this can be determined as we also
have each node store the document title as well along with
its key. The key is used for location and efficient routing and
the title itself is used for verification to make sure the key-
word which is in the query is actually contained in the title.
We call the set of nodes who have the same value fef a

bit key K in the j* position of their nodelD siblingsx ;

i.e. siblings in thej*" key for the valuek'. To summarize,

a keywordw; mapping to the key; could be potentially

8953

Loose siblings

contained in one or more nodes in the séfingsy, ; for Figure 4. The Initiator Sibling which corre-
j =1,2,.., 2. As we show later in analysis, this set can ~ sponds to key K informs all its siblings from
be made arbitrarily small with the right choice of and siblingT'ablek, ; via a multicast for the query
m. For example forn’ = 12 and N = 10° nodes in the for keyword  w;

system, this set can be of size 256 with high probability.

Now we describe the routing infrastructure in the context

of search for a single keyword;. Figure 3 illustrates how  giplings e siblingTable ;. We call this node the Initia-
routing would proceed for searching for a single keyword. tor Sipling. It constructs a binary multicast tree over gg$
Each node maintains K2 finger tables called the keyword  and sends the query over this multicast tree.
finger tables, corresponding to each of #é keyword in Figure 4 shows the multicast phase of the keyword
a ftitle. If a particular keywordo; maps to then’ bitkey  search. For the multicast, the Initiator Sibling constsuct
ki, all nodes who are the immediate successar;oh any 4 sibling tree fromsiblingTable ;. It creates an ordered
of its keysn;, can potentially contain the keyword corre- |ist puiticastlist = {sibling; € siblingTable ; }.
sponding tok; in the position;. We reach a node whichis  Here sibling, is the Initiator Sibling itself. ~This or-
the successor df; in the j*" key by performing repeated re-  gered list represents the array form of a binary tree, where
cursive lookups in each of th@" finger tables starting with sibling; routes the query teibling,: and siblings: 1. It
anode n where the query is received initially. When routing sends this array taibling; which then starts the mul-
to a node, we also forward the keyword along with it tjcast by sending the array to its children. Along with
key k;. The lookups in different keyword finger tables are thjs array it also sends the keyword, along, the orig-
performed in parallel. The algorithm is described in Figure jna| queryq and j i.e the keyword position correspond-
??. As described before, the approach here is that each nodgyg 1o the finger list along which this query was for-
find the closest predecessor corresponding totkéy €ach yarded and the address of the originating client node to
of its j finger tables and sends the query request to that nodeynich to send back replies. Aulticast-message =
This repeats until we reach the immediate predece3sof {multicast_list, w;, q, j, client_address}.
the successor node fér where the recursion loop ends and -~ \yhen a sibling in this multicast tree receives the query
the query is then just sent to immediate successor node ofeqyest, it performs two tasks: 1) It received this query be-
P;. This will take O(log(m”)) steps and the size of each 5 se jts key; is the closest successor to kiy corre-
keyword finger table igog(m') entries. sponding tow;. Therefore many of its documents could
Each node N also maintains a separstaing table potentially contain this keyword in thg" position of its
siblingT'abler ; which stores the list of nodes belonging title. It constructs a reply containing all document ti-
to the setsiblingsk ;. We only require loose consistency tles and their documentKey which have t}i¢ keyword
here , i.e. it need not maintain perfect information abolut al equal tow; and sends it taibling;. 2) It checks it sib-
the nodes. We later describe how this table is maintainedlingTable siblingTablek ; and finds all siblings which are
taking into account transiency in the P2P network. Now not in the multicast_list by performing the set opera-
when a immediate successor node in jHe field for the tion {multicast_list} — siblingTabley ;. It forwards the
keyword K with keyk receives the query (one of the mem- multicast_message to these siblings as well, as these sib-
bers ofsiblingsk ;) , it conveys this information to all its  lings may not be a part of the original multicast tree because



Parallel Routing amongst multiple finger between the keywords e.d3uilding AND Mystery; each
tables for k, = 33 at Node 1 f f
of the nodes which receive a search query for one of these

ke 7 33\ keywords will not return any replies unless it also receives
n "y e guery requests for other keywords Whlch are jome(_j by t_he
1205 7][120> 4] [ . |[1+2°> 3 K Finger tables corresponding 1o AND operator. Hence for AND queries , a node will wait
eachieyword position for all keyword searches to arrive at it independently befor
4 4 4 . . .
el at] o e ae searching its document titles for the AND query and return-
1+25> 67|[1+2° > 60 [ ... [[1+25> 74 ing any replies tosibling;. This is because only a small
kfinger tables for each keyword position fraction of the sibling nodes corresponding to the one of the
i i i a1 g0 oraterenineer - keywords may actually also correspond to the keyword as
an oz @ O @) 7526 @ co)zas NodelDis shownas n, (1) well. Only those siblings need to search their list and reply
. . a which are routed requests for all the keywords connected
ﬁ\ /f{\m M\D Thesibiing treesareshown gy the AND operator. The nodes can know this because
For each n; where the query fork; is . .
d o received they also receive the complete query g as part of the multi-
castmessage.
An exact phrase search is very similar to AND opera-
Figure 5. The parallel lookup process for a tor search. For example a query Rarder to breathgould
keyword for all the keyword positions in a ti- be transformed int@)’="Harder AND to AND breathe” for
tle. the purpose of searching. When a node receives search re-

guests corresponding to each of these keywords along with
the original exact phrase search query, it can check all its

of loose consistency. It also adds these siblings to anothefMatching entries fo’ to see if they contain the exact

list loose_siblings and passes the list to its children along Phrase specified in Q.

with the multicast message, so that its children do not re-  NOte that there aré = 75 parallel route requests for

transmit the multicast message to the same siblings again. ©N€ keyword. Fory keywords in a query there will be k*y
When sibling, receives the replies back from its child parallel ro.ute reques.t.s. This is necessary to allow keyword

siblings, it aggregates this information together and sénd ~ S€arches in any position of the title.

directly to the original client node from where the query was

initiated. Using the multicast approach allows us to conve- 5.2 Changes required for supporting multiple

niently disseminate the query information amongst the sib- search attributes
lings and aggregate the replies at the root to be sent back to
the originating client. For clarity, Figure 5showshowasin  |n this section we describe how multiple search attributes

gle keyword query would proceed in parallel amongst dif- can be supported using Magnolia. We described search
ferentm’ bit finger tables and proceed to the sibling nodes for more than keyword in a single attribute in the previ-
for their particulanm’ bit key corresponding to the keyword.  ous sections. However many documents like MP3 files
As we shall show later in the performance analysis sec-or research papers can contain multiple attributes like Ti-
tion, the maximum number of hops in any of the parallel tle, Album, Artist, Genre etc. When a document is ini-
paths taken including multicastdg(log(n)) with very high  tially stored in the DHT system, a separate document ID
probability. The amount of traffic and number of nodes vis- is computed corresponding to each attribute using a differ-
ited is also low and bounded. Moreover, this bounds can beent set of hash functions for each attribute (remember that
adjusted by adjusting the valuessaf andm. for each attribute we us& different hash functions for
Modular Hashing to yield an bit key). For example an
5.1 Handling multiple keywords and boolean op-  MP3 file may havelocumentI D,y , documentI Dy, ist,
erations documentI Dqjpym, documentIDgenre cOrresponding to
each attribute. The document is stored in only one posi-
In the previous discussion, we described lookup and tion as defined by Keys, but pointers to it are stored at
routing in the context of searching for one keyword. Here successor nodes corresponding to each of its documentlDs
we discuss searching for multiple keywords as well as han-for different attributes. For supporting routing for eath a
dling boolean operations. For multiple keywords, each key- tribute, each node would have to maintain a separate set of
word query will be routed independently using the mecha- k finger tables, enabling keyword search for each different
nism described previously. If the boolean operator is OR, attribute. In this case search based on different attribute
it is equivalent to independent queries which each keyword essentially is independent of each other.
searched separately. If there is a boolean AND operator When a user searches for a document with keywords



in more than attribute, these amount to a AND operator number of hops for each parallel route.

amongst different attributes. For example a user may searctScalability Results:

for Q=album: horse AND title: headlighfThe mechanism  Theorem?2 : For a single query , number of total nodes
for achieving search for this is similar to supporting skarc visited isO(k(m’ + X))

for AND amongst multiple keywords in one attribute. The Proof : The total number of nodes visited while reaching
search query for each attribute is routed separately and ireach of the random siblings i’ for each parallel query
parallel. When a sibling node receives a search query forroute for a keyword. The expected number of siblings for
a particular attribute, it waits for other attribute querie each of thek possible groups for a keyword EéZ— . Thus
arrive as well. Various queries for different attributessthu  the expected number of nodes visited for a single keyword
intersect at a node for that node to search its document listquery isk(m’ + 2{}{, )

and send a reply back. A node can decide to wait because

it is also sent the full query Q and it can know if it is re- To give a quantitative idea, for 1 million nodes, with
quired to wait for all search queries corresponding to eachm’ = 16 andk = 10, the total number of nodes visited is
query partition separated by AND to arrive before taking 320.

any further decision.

Theorem3 : Amount of traffic generated for a single

6 Performance Analysis keyword search i9O(k(m' + 2{\5,) + r) units where r
is the number of document pointers matching the query

In this section we analyze some important properties of keywords.

Magnolia which characterize its performance, routingestat £ 700/ : The amount of traffic generated is proportional
and scalability. to the number of nodes visited for each query (See

Theorem 2). In addition, a unit of traffic is generated
Performance Results: for each of the r replies. Note that depends on the

Theorem] : For a query consisting of a single keyword, 9C¢CUTENCe frequency distribution _of the keyw_orc_js in
results are returned i@ (log(N)) hops from the originating the dﬁcgmendts.d This hcan be I|m|ted| by spef;_lfymgha
node, where N is the total number of nodes in the system. search bouncded om wheré a user also Specilies the
Proof : For every keyword query received at an arbitrary number of results requested. Each traffic unit consists of
node n, keywordw; may be stored on any of the key- {Qu.ery,hi(k.:eyword)7client,qddress} for the query and
wordGroups corresponding toy (w;), ha(ws), ... (w;). replies consist of document_title, documentyointer}.

There the query for that keyword is routed for each of these
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